OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhci MOROI 
SHEET 1 OF 22 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 2 OF 22 




OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhci MOROI 
SHEET 3_ OF__22_ 



GO 



CO 

d 




OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 4 OF 22 



CO 



< 

o 



o 




OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 5 OF 22 



csj 



CM 

cvj 



CO LO 

r~- i — i — 

CM CM CM 

2 I L 



o 



O 
Q_ 



O 
Q_ 



LO 

CD 




OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 6 O F 22 



FIG.6 



C 



POWER ON/ 
RESTART 



INITIALIZATION 



SEARCH 
ROM FILE 



SEARCH 
APPLICATION 
SETTING FILE 



-S1 



S2 



S3 



CHECK 
LAUNCH CONDITION 
AND LAUNCH ORDER 



(HDD LAUNChT) 



( LAUNCH y ^S5 





LAUNCH 
LAUNCHER 



LAUNCH 
EACH PROCESS 



SEARCH ROM FILE, 
APPLICATION 
SETTING FILE 



I 



-S7 



CHECK 
LAUNCH CONDITION 
AND LAUNCH ORDER 



S8 



( LAUNCH y ^S9 





O 

LAUNCH 
ADDITIONAL APPLICATIONS 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 7 O F 22 



FIG.7 



ROM 
ROM 0 



FLASHCARD 
ROM 1 



: 500000 



® 



© 



0X800000 



APPLICATION 
SETTING FILE 




OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 8 O F 22 



FIG.8A 



mount romfs 0 x 500000 ROM 0 

mount romfs 0 X 800000 ROM 1 

exec -2 /bin/® 

exec -5 /bin/ ® 

exec -3 /bin/ 1 



FIG.8B 



exec -z /bin/© 
exec -3 /bin/ (D 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 9 OF 22 



FIG.9 



'SCS PROCESS^ 
v LAUNCHED > 



DISPLAY WINDOW 



APPLICATION 
REGISTRATION 



S11 
-S12 



, . S13 

ANY 

PRIORITY APPLICATION 
SETTING?^ 



YES 



S15 



PRIORITY 
APPLICATION* 



AUTHENTICATION 
MODULE 



PRIORITY 


DEFAULT 


APPLICATION 


APPLICATION 



-S14 



SCREEN CONTROL RIGHT 
ADDED NOTIFICATION 

5 



DISPLAY AUTHENTICATION 
MODULE SCREEN 



-S16 



S17 




USE OF THE MACHINE 
IS ALLOWED 

i 



EXECUTE 
SELECTED APPLICATION 



S19 



S20 



■SYSTEM AUTO CLEAR 
■AUTHENTICATION 

MODULE KEY PUSHED 
■END OF JOB 



OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 10 O F 22 




OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhci MOROI 
SHEET 11 O F 22 




OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 12 O F 22 



FIG. 12 



DISPLAY INFORMATION OF 
OPERATION PANEL 




AUTHENTICATION 
MODULE 



COPY 
APPLICATION 



AUTHENTICATION 
MODULE SCREEN 



APPLICATION 
SWITCHING 
KEY EVENT 



APPLICATION 
SWITCHING 
KEY EVENT 



AUTHENTICATION 

DATA INPUT 
(PASSWORD AND 
THE LIKE) 



.AUTHENTICATION 
OK 

•PLEASE CHANGE 
APPLICATION 



COPY 
APPLICATION 
SWITCH KEY EVENT 
► 



COPY SCREEN 



AUTHENTICATION 

MODULE 
SWITCH KEY EVENT 
► 



AUTHENTICATION 
MODULE SCREEN 



SCREEN RELEASE 
REQUEST 



NG 

SCREEN RELEASE 
REQUEST 



NG 

AUTHENTICATION 
DATA 
NOTIFICATION 



AUTHENTICATION 
OK 



\ AUTHENTICATION 
J CHECK 



SCREEN RELEASE 
REQUEST 



OK 



SCREEN CONTROL RIGHT 
ADDED NOTIFICATION MESSAGE 



SCREEN RELEASE 



OK 



RIGHT ADDED 
NOTIFICATION 



PERIOD FOR 
WAITING FOR 
AUTHENTICATION 
DATA 

hv.P1 



AUTHENTICATED 
PERIOD 

k~^P2 



REQUEST 



PERIOD FOR 
WAITING FOR 
AUTHENTICATION 
DATA 



K.P4 



COPY 
PERIOD 



rv-P3 



SYSTEM AUTO CLEAR 



AUTHENTICATION 
MODULE SCREEN 



RIGHT ADDED 
NOTIFICATION 



T PERIOD FOR 
WAITING FOR 
AUTHENTICATION 
DATA 

^P5 



LEAVE 
WITHOUT 
PUSHING 
AUTHENTICATION 
MODULE KEY 
AFTER COPY ENDS 



OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 13 O F 22 



cr o 

LU |— 
00 



Eg 

I— < 



Q_ Q- 



or 

LU 



< 

o 

00 



LL. < X > 

l-OOLu 
CL go 



Q_ 



CM 



>- 
LU 



o 
o 



CO 



< 
o 



OJ 



m 



LU O 



o9S 



581 



cr 
< 

LU 

cr 

o 
cr 



o 

CL 



< 
o 



OLU O 

rrLu p 
<?S < 



U_LU 



59<d< 



LU oc 

h-p < 

CO I — LU 
>- Z> -J 

00 < o. 



o o ^ 

o o lr 

I — — I uj 
111 CL 

x< 



a 



a 



cr 
a 

o_ 
o 



00 



OBLON, SPrVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhci MOROI 
SHEET 14 Q F 22 




OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 15 O F 22 



2 

o 

< 
o 




OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 16 O F 22 



FIG. 16 



301 



AUTHENTICATION 
CONTROL PART 



OPERATION 
SCREEN RELEASE 
DETERMINATION 
PART 



KEY/EVEN/TIMER 
MONITORING 
PART 



n^3012 



117 

USE STATUS 
MANAGEMENT 
PART 



^304 



USE RESTRICTION 
MANAGEMENT 
PART 



n^303 



AUTHENTICATION 
DATA 
MANAGEMENT 
PART 



0^302 



FIG. 17 



118 



JAVA EXECUTION 
! \ 7 ENVIRONMENT 




AUTHENTICATION 
MODULE 


^/403 


401x^ 


PROGRAM 
LOADER 






CLASS LIBRARY 






402^ 








VIRTUAL MACHINE 













DOWNLOAD 




OBLON, SPIVAK, ET AL 
DOCKET Ui 248190US2 
INV: Sliohhci MOROI 
SHEET 17 OF 22 



FIG. 18 



■ SYSTEM SETTING 






! USE RESTRICTION, 


AUTHENTICATION 


YES/NO 


MODE 


COPY 


YES 


STANDARD 


SCANNER 


YES 


ADDITIONAL I 


FAX 


NO 




ADDITIONAL APPLICATION 1 


YES 


ADDITIONAL 


ADDITIONAL APPLICATION 2 


YES 


STANDARD 



FIG. 19 



COPY 


SCANNER 


PRINTER 


FAX 



ADDITIONAL 
APPLICATION 




APL-2 













AUTHENTICATION 




MODULE 



501 



SYSTEM SIDE 
AUTHENTICATION 
CONTROL 
PART 



OS 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhci MOROI 
SHEET 18 O F 22 



FIG.20 



AUTHENTICATION SCREEN A 



USER-CODE: 




PASSWORD: IfR- 



OBLON, SPIVAK, ET AL 
DOCKET U: 248190US2 
INV: Shohhei MOROI 
SHEET 19 O F 22 



FIG.21 



( START ~") 
T 



POWER ON 



I 



DISPLAY 
AUTHENTICATION 
SCREEN A 



I 



S201 



S202 



APPLICATION SELECTION ^S203 



INPUT 

AUTHENTICATION DATA 




S204 



STANDARD 



ADDITIONAL 



1 



206 



AUTHENTICATION 
BY SYSTEM SIDE 
AUTHENTICATION 
CONTROL PART 



SEND INPUT DATA TO 
AUTHENTICATION MODULE 



I 



DISPLAY 
APPLICATION SCREEN 



AUTHENTICATION BY 
AUTHENTICATION MODULE 



I 



AUTHENTICATION RESULT 
NOTIFICATION 



DISPLAY 
APPLICATION SCREEN 



c 



S208 



S209 



S210 



S211 



END 



> 



7 

S207 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 20 O F 22 



FIG.22 



COPY 


SCANNER 


PRINTER 


FAX 



ADDITIONAL 
APPLICATION 




-501 



I — 3 — « 

SYSTEM SIDE 
AUTHENTICATION 
! CONTROL 
PART 


-4 






AUTHENTICATION 






► 




MODULE 




OS 





FIG.23 



AUTHENTICATION SCREEN B 



USER-CODE: 
PASSWORD: 




SELECTION OF SECTION 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhei MOROI 
SHEET 21 O F 22 



FIG.24 



( START ~) 
T 



POWER ON 



I 



DISPLAY 
AUTHENTICATION 
SCREEN B 

T 




S301 



S302 



S303 



STANDARD 



^5305 



RELEASE 
AUTHENTICATION 
SCREEN B 



ADDITIONAL 



I 



^S306 



DISPLAY . 
AUTHENTICATION 
SCREEN A 



AUTHENTICATION BY 
AUTHENTICATION MODULE 



I 



DISPLAY 
APPLICATION SCREEN 



I 

( END > 



S309 



S310 



AUTHENTICATION 
BY SYSTEM SIDE 

AUTHENTICATION 
CONTROL PART 



^S307 



DISPLAY 
APPLICAT ION SCREEN 

I ^ 

S308 



OBLON, SPIVAK, ET AL 
DOCKET #: 248190US2 
INV: Shohhci MOROI 
SHEET 22_ OF_22_ 



FIG.25 



601 PDA 



WIRELESS 
AD-HOC 
CONNECTION 



WIRE OR WIRELESS 





CELLULAR PHONE 



607- 



DATA COMMUNICATION 

PROTOCOL 
PROCESSING FUNCTION 




WEB SERVER FUNCTION 



■ ■ ; - - ■■ 



SCREEN DATA 
GENERATION FUNCTION 



605 
606 




100 

COMPOUND MACHINE 



604 

WIRELESS 
LAN CARD 



